
RED FLAG Q &A  
(from September 2008 Workshop) 

 

OVERVIEW: 
 
1. The Red Flag Rule requires a written Identity Theft Prevention Program (ITPP) to  
 
                 <<<  identify            detect           prevent and/or mitigate  >>> 
 
       IDENTITY THEFT in connection with: 

 the opening of a covered account, OR 
 any existing covered account 

 

2. The Rule applies to any activity or dealings* of a public entity that allow a person to 
obtain a product or service for personal, family, household or business purposes and 
are 

- designed to permit multiple transactions and  
- involve deferred payments until after the service is rendered.  
 

*The FTC appears to be reluctant to regulate governmental activities that do not    
have a private sector analogy.  It is unclear how this would impact a court’s   
judgment in a case involving identity theft from governmental records that 
otherwise seem to fall within the purview of the Rule and FACTA. 

 

QUESTIONS & ANSWERS: 
 
What Activities/Dealings fall within the Red Flag Rule? 
 
Municipal Services 

1. Would ambulance services fall under this or just utility services? 
2. Does this apply to city owned hospitals? 

ANSWER: The Rule would apply if the municipality regularly offers the service on the 
basis of deferred payments involving multiple transactions. 

THE KEY TO CURTAILING IDENTITY THEFT: VERIFY that persons are who they say 
they are.   
 
THE KEY TO IMPLEMENTING AN ITPP:  YOUR RISK ASSESSMENT, which is an 
analysis of what you are doing now in order to identify gaps in verification and 
security of data. 



 
3. If we only take payments for traffic citations, our municipality does not have 

control over any utility services, are we required to implement the Red Flag 
Rule? 

ANSWER: Under your circumstances, you would not have to adopt an ITPP unless you  
allow for deferred payment of fines in your court.  See the answers for 
Municipal Court below. 

 
4. How does this new law apply to customers who live and pay utilities in a house 

but the service is in someone else’s name? 
ANSWER: The Rule would apply only to your accounts and the personal identifying 

information about your customer that you have pertaining to the account.  The 
key issue is whether you have personal identifying information about a person 
whom you treat as a customer. 

 
5. Our utility billing department receives Fire Department Run Sheet information to 

use to bill for ambulance transports.  It includes Driver’s License, Social Security 
Number, etc.  Would the Fire Department be responsible for developing plan, 
operational assessment? 

ANSWER: Assuming the transport service allows deferred payments involving multiple 
transactions, the Fire Department would not necessarily have to have a 
separate ITPP if your municipality includes this activity in its ITPP.  You would 
need to evaluate whether risks [red flags] arise from the fire department’s 
procedures.   

    If you have a volunteer fire department, you may determine that the 
department should have its separate ITPP depending on its members’ 
methods of collecting and verifying personal identifying information.  The key 
issue in either case is how the information is collected and safeguarded prior 
to being turned over to the billing department.  It is also important to review in 
the risk assessment how department members might have access to the 
personal information. 

 
Other Municipal Activities 

6. Does this apply to county liens as a result of nuisance abatements? 
ANSWER: No.  A lien is a method to secure payment but it is not an arrangement in 

which the municipality regularly extends credit to a person to create a 
continuing relationship for the person to obtain a product or service from the 
municipality. 

 
7. Does this apply to rental of leased property in arrears:  is this a deferred 

payment? 
ANSWER: No.  A missed payment or payment in arrears is not a situation in which credit 

is offered.  Also, the Red Flag Rule applies to accounts for obtaining a 
product or service rather than the rental of real property. 

 



8. Can a municipality change its policy on deposits to avoid the applicability of the 
Red Flag Rule?   

ANSWER: No.  FTC representatives have stated that the agency will look to the fact that  
the municipality regularly offers the service on the basis of deferred payments 
involving multiple transactions.  Even if municipal utility defines the deposit to 
be a “prepayment”, the first time the bill exceeds the deposit the Rule would 
apply. 

 
Licenses and Permits 

9. Applicability of red flag rules to commercial accounts? (Not just utility, but 
building permits, etc.) 

10. Does the ITPP also include building permits and licenses if we have contact 
information in the computer system? 

ANSWER: The Rule does not apply unless you allow a person to obtain a product or 
service designed to permit multiple transactions involving deferred 
payments. 

  The Federal Trade Commission is not used to regulating government 
activities and, relying on private sector analogies that don’t correspond to the 
activities unique to government, informally advises that they may not enforce 
the rules against noncommercial activities.   

  Other attorneys that advise municipalities have concluded that the rules 
apply to any payment plans unless or until a court rules otherwise.  They 
express concern about tort liability regardless of the FTC’s policy.  

  In a telephone conversation on October 7th, a representative of the 
Federal Trade Commission agreed that the question boils down to whether 
allowing a person to pay for a governmental service over time with deferred 
payments is a service.  The representative stated that neither the federal 
rules nor statutes have a definition of “service”.  When asked what a 
municipality would cite to a court in an action against the municipality based 
on identity theft from municipal payment plan records, the representative 
agreed that there is no existing authority.   

  The representative agreed that in may be sufficient to include these 
payment plans within your municipality’s general Program.  This would 
require some way to identity red flags similar to those for the utility and 
training key staff to detect and act according to your Program to prevent and 
mitigate. 

 
Municipal Courts and Traffic Tickets 

11. How does this impact traffic citations? 
12. Would this apply to the payment of a court fine?  
13.  What about traffic penalty assessments? 

ANSWER: The Rule does not apply if the defendant pays the fine because, even though 
the ticket is paid at a later time than the date the ticket is issued, there are not 
multiple transactions.  Also, the imposition of a fine or penalty assessment is 
not a product or service. 

 



14. Does this law apply to courts who allow citations to be paid out? 
15. What about payment plans for those who cannot pay the fine all at once? 
16. Are these traffic tickets that permit future payment of a traffic fine a covered 

account? 
ANSWER: If the payment plan provides for multiple transactions involving deferred 

payments, it appears to fall within the test for an account covered by the 
rules.   

  The Federal Trade Commission is not used to regulating government 
activities and, relying on private sector analogies that don’t correspond to the 
activities unique to government, informally advises that they may not enforce 
the rules against courts.   

  Other attorneys that advise municipalities have concluded that the rules 
apply to court fine payment plans unless or until a court rules otherwise.  
They express concern about tort liability regardless of the FTC’s policy.  

  In a telephone conversation on October 7th, a representative of the 
Federal Trade Commission agreed that the question boils down to whether 
allowing a person to pay his/her fine over time with deferred payments is a 
service.  The representative stated that neither the federal rules nor 
statutes have a definition of “service”.  When asked what a municipality 
would cite to a court in an action against the municipality based on identity 
theft from court payment plan records, the representative agreed that there is 
no existing authority.   

  The representative agreed that in may be sufficient to include the court 
plans within your municipality’s general Program.  This would require some 
way to identity red flags similar to those for the utility and training key staff to 
detect and act according to your Program to prevent and mitigate. 

 
17. Our court uses a collection agency and extends time for a violator to pay fine: do 

the Act and Regulations apply in both circumstances?   
ANSWER: If the collection agency has the authority to extend credit on your behalf, the 

Red Flag Rule would apply.  In addition, the collection agency itself would be 
subject to the Rule and you would need to obtain assurance from the 
collection agency that its ITPP protects your accounts. 

 
18. How does this impact use of the Oklahoma law enforcement telegraph system 

(OLETS)?   
ANSWER: There should not be any impact because the system does not involve an 

account in which the city or town allows a person to obtain a product or 
service designed to permit multiple transactions involving deferred 
payments. 

 
 
Risk Assessment 

Identify relevant Red Flags for covered accounts and incorporate them into 
your ITPP 
Risk Factors: 



 The number of accounts served by a utility  
 The methods available to open new accounts or to open additional 

accounts billed to existing customer 
 The methods available to complete transactions 
 The methods available to view and change information such as 

customer name, billing address, service address, or auto pay settings 
 
Degree of Risk 

1. How is a person’s identity at risk if all we keep is their name, address and phone 
number? 

2. It has been said twice that access to name and account is probably OK and that 
if our shut off cards just have name, address and amount due that is OK.  Then 
why do we have to do this? 

ANSWER: Identity theft is a fraud committed or attempted using the identifying  
information of another person without authority.  Using any single piece of 
information belonging to a real person falls within the definition.  If you only 
have basic information, your ITPP is still required even though the risk may 
be minimal. 
     Access only to the name on the account likely presents very little risk.  
However, preventing access to the account itself is the whole point to the Red 
Flag Rule.  It is not OK to allow access to the account information unless you 
have verified that the person seeking access is the account holder. 

 
Opening Accounts by fax, mail or online 

3. Do we have to stop taking applications for accounts online? 
4. Is it a good idea to take contracts by fax or mail?  What would be a good practice 

to secure identity in this case? 
ANSWER: The crux of avoiding identity theft is to verify that persons are who they say 

they are.  If a new customer does not appear in person to open an account, 
the issue is how to verify that person’s identity.  One city is considering 
requiring a new customer to send a notarized statement that the notary has 
seen a photo ID of some type.  This will be an evolving issue for those subject 
to the Red Flag Rule. 

 
Postcard Billing 

5. We mail our utility bills in a post card format.  Does this open our liability for ID 
Theft? 

6. Does this mean city’s should stop using the utility bill and late notice cards and 
put all bills and information in envelopes? 

7. Presently we send out our bills on a postcard. I want to continue that because of 
the cost; however, with these new rules I am wondering if we need to put the bills 
in an envelope. 

ANSWER: You probably don’t have to change your procedures – depending on what you 
print on the bill.  If the bill only contains the person’s name, address, account 
number and amount owed, you don’t have to change.  If the bill has any 
personal information on it – phone number or some other identifying 



information – you either need to change the bill (recommended) or put it in an 
envelope. 

 
Information to Third Parties 

8. Emailing confidential information to a third party…Is it a reason to put all 
accounts on Red Flag notice? 

ANSWER: It is a red flag that you email confidential information about an account to 
someone other than the customer.  If you do that for all accounts, you will 
have to take steps to detect and prevent identity theft for all accounts.  
Certainly, you will need to have procedures to protect each account for which 
you email or otherwise disseminate confidential information to third parties.  
The risk assessment issue is whether you will continue to email confidential 
information.  See the discussion below regarding sharing information. 

 
9. A person calls, identifies himself and asks for the name of the person that lives 

next door.  Is this a problem? 
ANSWER: No, unless you have additional information that would suggest a risk of identity 

theft.  Although you do not have to respond to telephone requests, you would 
have to make a record containing this information available to comply with the 
Oklahoma Open Records Act.  See discussion of the Open Records Act 
below. 

 
Sharing Credit Information with Other Businesses  

10. We have small loan company or Payday Loan Company call to ask for addresses 
or try to find a forwarding address on one of their customers, how do we treat 
this? 

11. Does this keep us from sharing customer information with credit agencies who 
contact us or repos or process servers?  (Specifically their address) 

12. Will the Act on financial records prevent utility offices from being able to call other 
utility offices and check on payment history? 

ANSWER: The Red Flag Rule does not prohibit sharing information but your ITPP should 
define your procedures for verifying that the company or credit agency is 
legitimate and the caller is actually acting for the business of the company.  
Other companies that regularly extend credit are also subject to the Rule as 
are collection agencies that are authorized to extend or renew credit. 

 
13. Should Trust’s that are affiliated with a Municipality be handled as a Third Party? 

ANSWER: You would consider your public trust or public works authority as a third party 
if it handles its accounts separately from the municipality’s operations.  The 
trust likely would have its own ITPP in such a case. 

 
Service Providers 

14. Does this apply to those vendors who provide goods and services to us through 
the accounts payable side of our transactions? 

ANSWER: Yes, if the vendor is handling information for your accounts for which your 
provide services.  If not, no 



                  If your municipality is the vendor’s customer, the vendor would be subject to 
the Rule if your dealings involve multiple transactions with deferred payments. 

 
15. Can city/utility protect/comply with Law by requiring service provider to commit in 

writing, to follow Law and have written policy in place? 
ANSWER: Yes.  You must take steps to ensure that the activity of the service provider is 

conducted in accordance with reasonable policies and procedures designed 
to detect, prevent, and mitigate the risk of identity theft.  

  For example, you could require your service provider by contract to have 
policies and procedures to detect relevant Red Flags and either report the 
Red Flags to you or to take appropriate steps to prevent or mitigate identity 
theft.  

 
16. Vendor, who prepares and mails out bills, uses a US Postal Service product that 

updates mailing addresses and automatically changes the address at the time a 
bill is mailed.  Is this sufficient? 

ANSWER:  No.  The Postal Service does not verify that the person submitting the change 
of address is who they say they are.  Address changes are a primary tool for 
identity theft.  You should require your vendor to verify that the address 
change is actually requested by your customer. 

 
Software Provider 

17. How do you address the issue of your software provider having access to your 
data when you call for a support question and they can log on to your computer? 

18. Can they see customer accounts? 
ANSWER: As with any other service provider, you will need to ensure that your software 

provider or other computer consultants have policies that assure you that the 
provider can detect and prevent or mitigate identity theft. 

 
Collection Agencies 

19. We use a third-party collection agency only for terminated (final) accounts.  Is 
that agency still considered a “key person”? 

20. If we use a collection agency; what should we require from them, or should we 
require from them something? 

ANSWER: A collection agency that has authority to renew or extend credit on your behalf 
is subject to the Red Flag Rule.  You should ensure that the activity of the 
collection agency is conducted in accordance with reasonable policies and 
procedures designed to detect, prevent, and mitigate the risk of identity theft.   

  The agency is analogous to a service provider in its dealings for your 
accounts.  It is not a “key person” in the sense that is used for administering 
your ITPP but you should make it responsible to you for detecting, preventing 
and mitigating identity theft of your accounts. 

 
21. We send Non-sufficient Checks to the D.A.’s office. Is this like a collection 

agency?  Or is it like giving this information to the police? 



ANSWER: This is a law enforcement matter and not subject to the Red Flag Rule 
pertaining to collection agencies or service providers. 

 
Verifying Personal Identifying Information 
A key to avoiding identity theft is to verify that persons are who they say they are.   

Identifying Information: any name or number that may be used, alone or in 
conjunction with any other information, to identify a specific person. 

 
Forms of ID 

1. We require 2 forms of ID, Driver’s License and last 4 digits of Social Security 
Number.  We accept new customers and more orders on the telephone.  Does 
checking the ID against our database of those IDs meeting the verification 
criteria? 

ANSWER: You should rely only on forms of identification that permit you to reasonably 
determine that the customer is who they say they are.  With telephone orders, 
you would need to be certain that the new customer is not using someone 
else’s information.   

 
2. Social Security Number is required to be obtained by the time an individual is two 

years old – How do you compare this signature? 
ANSWER: A signature on a social security card issued to a young person may not be a 

reliable verification.  In that case, you may need to require an alternate form 
of identification. 

 
3. On some of our older accounts, we do not have any identifying information, such 

as Driver’s License or Social Security Number.  Do we need to go back and 
request that information?  How do we ensure we receive it from our customers? 

ANSWER: You do not need to supplement your account information until your customer 
wishes to change the status of the account or requests a change, such as an 
address change.  At that time, you would obtain identification sufficient to 
verify that the requester is actually your customer. 

 
4. What are requirements to obtain passport other than copy of birth certificate? 

ANSWER:  To obtain a passport for the first time, you need to go in person to one of over 
9,000 passport acceptance facilities located throughout the United States with 
two photographs of yourself, proof of U.S. citizenship, and a valid form of 
photo identification such as a driver’s license.  See, Website at U.S. Department of 
State Bureau of Consular Affairs 

Verification Procedures 
5. The utility is notified electronically to change the mailing address on our records.  

Does the use of this postal service product need to be stopped? 
ANSWER: You will need to obtain verifying information from the customer.  The Postal 

Service does not verify that the person submitting the change of address is 
who they say they are.  Address changes are a primary tool for identity theft. 

 



6. A customer has had service with your entity for over one year.  She now states 
that all of the personal information that she gave you was fake.  She now wants 
to give you her correct on legal information.  What are you required to do? 

ANSWER: You will need to follow your verification procedures for opening a new 
account.  In this instance, you would require photo and other identifying 
information to help you determine whether either the original or the later 
information actually belongs to the customer.   

  You may also have to investigate whether the original or new information 
belongs to a real person who is your customer.  If you determine that it does, 
you will need to take steps to prevent or mitigate the identity theft in 
accordance with the procedures in your ITPP. 

   
 
Implementation 
Your ITPP must provide for continuing administration with governing body 
oversight, reports and appointment of a senior administrator. 
 
Oversight 

1. Can the Senior Administrator be the City Clerk if the oversight committee is the 
governing body? 

2. Can an Assistant City Manager serve as Senior Administrator?  (They are not a 
“Department Head” – in our municipality a “Department Head” is a Director). 

ANSWER: The senior administrator can be any key person who is given authority to 
implement the ITPP.  This person should be the official “nag” to ensure that 
the ITPP is actually followed and updated as required by the Red Flag Rule. 

 
3. In Alderman Form of government, does the council approve program (all 8 of 

them) or can the mayor do this? 
ANSWER: The mayor’s approval is sufficient under this form of government if the 

governing body designates the mayor to approve and implement.  The Rule 
requires the municipality to obtain approval of the ITPP by the Governing 
Body or an appropriate authority designated by it and to ensure oversight by 
the Governing Body or a designated senior manager,  

 
4. Please re-visit how agenda item should be worded. 

ANSWER: The agenda wording:  “Discussion and possible action to approve the Identity 
Theft Prevention Program and to designate a senior manager for the 
Program.” 

Reports 
5. How long do we keep these reports?  Annual Reports?  Mid Year Reports?  If 

state auditor will request to see these reports? 
ANSWER:  Under the FACTA amendments, the civil statute of limitations for violations is 

five years after the date on which the violation occurs (but not later than two 
years after the violation is discovered).  Therefore, you should keep all reports 
for that period or the completion of a lawsuit, whichever is longer. 

 



6. Do we register our policy or any other information with FTC or OK AG? 
ANSWER:  No.  You do not need to file or register your ITPP with any other agency. 
 
Disclaimers 

7. What is a disclaimer worth on the contracts that states “We are not responsible 
for identity theft concerning this account? 

ANSWER:  Nothing.  Nice try, though! 
 

 
Open Records 
The Oklahoma Open Records Act still creates duties to make most of your 
records open. 

Your records will include much “personal identifying information” that you will  
have to provide to any person requesting the record without inquiring why the 
requester wants the record or what the person will do with the information. 

 
1. What about Open Policy Act – does personal information not apply? 

ANSWER: Nothing in the Red Flag Rule changes your duty to provide personal 
information contained in a record to a person who requests it.  The Open 
Records Act itself has some exemptions but most personal information will be 
open.  You will need to consider what kind of “red flag” – risk of identity theft – 
might arise when you have to provide the information. 

 
2. What records must be made available to the public? 

ANSWER: All records regardless of physical form or characteristic must be available to 
the public unless the Open Records Act itself provides an exception.  Please 
note that the Open Records Act states that, if any other law requires a record 
to be confidential, it will be confidential for purposes of the Act. 

 
3. Are the Social Security Number and other personal information from job 

applicants, open records? 
4. Our council voted to make application of persons not hired to be open record.  

Would the Social Security Number be open or blacked out?  It states on the 
paper in our handouts that it is open record? 

ANSWER: The Open Records Act allows you to keep confidential the applications of job 
applicants who are not hired.  This would include all information in the job 
application. 
    If your council has decided to open up these records without creating 
exceptions for some personal information, all information on the records will 
be open unless some other exception to openness applies to some of the 
data.   

  There is no blanket protection in the Open Records Act for social security 
numbers.  The Act only protects the numbers of present or former employees 
and utility customers. 

 



5. Name removed from Record that must be opened.  Not placed in list of what may 
be confidential?  Open Records Act is now silent? 

ANSWER:  Effective November 1st, an amendment to the Open Records Act removes the 
requirement that the name of your utility customer does not have to be made 
public.  Unfortunately, another part of the statute listing the information about 
utility customers that may be kept confidential was not amended to add the 
name of the customer.  The section pertaining to utility customers is now 
silent.  You should ask your city attorney for advice on the confidentiality of 
names of utility customers. 

 
6. When a person calls and “says” they are with Recovery Systems and looking for 

a customer and wants their physical address and says according to the 
“Freedom Act” we must give out that information what should we do?  

ANSWER: The Open Records Act does not require you to give information on the 
telephone but it does require you to make your records available to any 
person who requests to inspect them.  Therefore, you may provide the same 
information on the telephone if that is your municipality’s policy. 

     
 
Miscellaneous Questions 

1. I’m sure that I will have questions when I start working on this – Who can I call for 
information? 

ANSWER:  You can call the Oklahoma Municipal League (OML)  or Tom Rider at MESO.  
 

2. Can someone who wants to be a Good Samaritan pay someone else’s water bill 
without their knowledge?  As long as they do not give out balance, etc.? 

ANSWER:  Yes, you can accept payment of a bill by someone who is not a customer 
unless you have a policy to the contrary.  The balance of a utility bill would be 
an open record under Oklahoma state law.   

 
3. Can Remedies be taken at a personal level against an employee as well as the 

municipality? 
ANSWER: A “creditor” has the duty to comply with the Red Flag Rule:  this would be your 

municipality, public works authority or other entity that offers the credit.  Under 
state law, if a negligence action is filed, an individual acting within the scope 
of his/her employment cannot be sued. 

 
4. Are the city attorneys helping or supporting this action at all? Are they having 

their own class on this and then will complete this requirement their way? 
ANSWER: Because the FTC did not clarify that the Red Flag Rule applies to public 

bodies until this summer, the city attorneys have not had a separate 
workshop on this but they are being informed about the requirements of the 
Rule along with all other municipal officers and employees. 

 
5. Are private utilities ahead of us in implementing FACT and Can we learn from 

them?   



ANSWER: Many segments of the private sector had a head start on implementing the 
Rule because the FTC along with 5 other agencies were aware that the Rule 
applied to creditors in the private sector and solicited comments to the Rule 
last year.  However, the FTC concluded that there was too much uncertainty 
among potential creditors about the applicability of the Rule to them.  
Although the effective date of the Rule was January 1, 2008, with a delayed 
compliance date of November 1, 2008, the FTC has now extended the 
compliance date to May 1, 2009.   

 
6. What can you do when you do not have and cannot get the cooperation of your 

local law enforcement agency? 
ANSWER: This would be a management matter for your city manager and/or governing 

body to address issues of priorities for your police department. If you have 
questions about response from state officers, you may wish to contact the 
District Attorneys Coordinating Council or the Office of the Attorney General. 

    Under the federal law, a customer complaining about identity theft may 
have to file a formal complaint with law enforcement. 

 
7. Applicability of other components of FACTA now that this portion applies? 

ANSWER:  FACTA is an amendment to the Fair Credit Reporting Act of 1970 (FCRA).  
Therefore, some provisions of FCRA, such as enforcement, statutes of 
limitations or activities that fall within the definitions encompassed in the Red 
Flag Rule, would also apply. 

 
 
 
 
 


